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CURRENT CYBER LANDSCAPE





Hackers wouldn’t 
go after a small 
company like 

me…
I’m not in a compliance 

business  …

I don’t collect 
sensitive data…

Common Cyber Misconceptions



5 REASONS 
HACKERS 
TARGET 
SMALL-MID 
SIZED 
BUSINESSES

They are low-hanging fruit

They are more vulnerable to social engineering

They often feel they must pay ransoms

They are the ‘gateway” to larger organizations

They are sometimes not targeted at all, but simply 
collateral damage



Why Do Businesses Get Hacked?

Every 
industry…

Collects Sensitive Data

Relies On Technology

Performs Financial Transactions

Has a Human Workforce

#1 Cause of 
Cyber Attacks is 
Human Error



Current Ransomware Trends 

Average ransom payment
in Q4 2022:

Main Attack 
Vectors:

Average business interruption 
downtime from ransomware attacks:

$408,644
1. Phishing Emails ~35%

2. “Unknown”

3. RDP Compromise  

25 Days
2022 Trends:
- Supply-Chain Targets

- Open RDP Ports

- Double Extortion Threats



Hacking Profitability 
Coveware Stats Ransomware Drug

Trafficking in 1992
Revenue/Unit $140,000/attack $60,000/kilo

Operating Costs/Unit $2,500/attack* $5,000/kilo

Profit Margin 98% 91%

Arrests/Unit .0008* .50

Deaths/Unit 0 .25

Barriers to Entry None Very High

*Estimate based on reported costs of network access credentials, and amount of hours a threat actor expends on the average 
attack
**Estimated roughly 25,000 ransomware attacks of impact in 2020. Research found evidence of less than 20 total arrests globally.



Social Engineering 
Example
Construction Firm 





Presenter Notes
Presentation Notes
The hacker then posed as a contract manufacturer and sent a legitimate looking invoice and new bank info to the CEO and used the CEO’s legitimate email to forward the fake invoice over to the individual responsible for authorizing payments in the manufacturer’s finance department. The manufacturing company had an internal policy to call and verify any bank changes before payments are made, but since this email came directly from the CEO, the employee in the finance department assumed that the CEO had called and verified. 



Phishing 
Example



Ransomware as a 
Service (RaaS) Platforms
• Commercialized Exploit 

Packets
• Help Hotlines

• Management System



GROUPS UNDER ATTACK



5 TARGETS OF RANSOMWARE

By Industry:

• Unknown : 5434
• Public administration : 2792
• Finance : 2527 
• Professional Services: 3566
• Manufacturing : 2337



5 TARGETS OF RANSOMWARE

By Company Size:

3 to 1
Small vs Medium to Large Business



Why Manufacturing ??

1. Legacy Equipment with software that is outdated ( PLC, CNC’s are using windows xp still

2. Networks were setup quickly and security was being considered

3. Open sharing which makes it easy for an attack

4. Some ERP software providers tell manufacturers you don’t need security

5. Proper network backups are not in place

6. Still using Hotmail, yahoo or gmail for business communications

7. Nobody knows who I am

8. Tend to deal with things when they absolutely have to



HOW TO PROTECT YOUR BUSINESS



Network Risk Assessment is a Must



• Anti-Virus that is SOC monitored 
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• MDR Solution ( managed detection and response )



• Anti-Virus that is SOC monitored 
• MDR Solution ( managed detection and response )
• Access Controls

Examples: Azure AD, JumpCloud or a Server
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• Anti-Virus that is SOC monitored 
• MDR Solution ( managed detection and response )
• Access Controls
• Email filtering and using a business .com
• MFA on Email and online business solutions
• Backups on Data that's in house
• Firewall monitoring or a Follow-Me-Firewall



We will provide 30 assessments for free for 
AWFS Members

We will provide Run a Dark Web Scan to 
see if any company information out there for 
Free



www.maddata.io/network-assessment/



Brian.Hamilton@maddata.io

5404885752

linkedin.com/in/brian-hamilton-8474bb166

https://www.linkedin.com/in/brian-hamilton-8474bb166
https://www.linkedin.com/in/brian-hamilton-8474bb166
https://www.linkedin.com/in/brian-hamilton-8474bb166
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