LEARN TO SECURE YOUR GREATEST
ASSET ( YOUR BUSINESS ) FROM A
CYBER-ATTACK
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Agenda:

(d Current Cyber Landscape
d 5 Groups under Attack

J How to Protect your Business




CURRENT CYBER LANDSCAPE
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I'm not in a compliance
business

Hackers wouldn't
go after a small
company like
me...

| don't collect
sensifive data...




They are low-hanging fruit

5 REASONS

HACKERS They are more vulnerable to social engineering
TARGET
SMALL-MID
SIZED
BUSINESSES

They often feel they must pay ransoms

[

- P

They are the ‘gateway” to larger organizations

)  They are sometimes not targeted at all, but simply
collateral damage

(«

PE



Why Do Businesses Get Hacked?

Every
industry...

#1 Cause of
Cyber Attacks is

Human Error \

Collects Sensitive Data

Relies On Technology

Performs Financial Transactions

Has a Human Workforce



Current Ransomware Trends

2022 Trends:
- Supply-Chain Targets
- Open RDP Ports

- Double Extortion Threats




Hacking Profitability

Coveware Stafs Ransomware Trafficlz:\uggin 1992
Revenue/Unit $140,000/attack $60,000/kilo
Operating Costs/Unit $2,500/attack* $5,000/kilo
Profit Margin 98% 21%
Arrests/Unit .0008* .50
Deaths/Unit 0 25

Barriers to Entry None Very High

*Estimate based on reported costs of network access credentials, and amount of hours a threat actor expends on the average
attack

**Estimated roughly 25,000 ransomware attacks of impact in 2020. Research found evidence of less than 20 total arrests globally.



Social Engineering
Example
- Construction Firn



0365 EMAIL SECU... &3
Message Help Acrabat L:;-:' Tell me what you want to do

(0365 Mail Delivery Group <MailDeliveryGroup@ > 38 1= 3I31PM

0365 EMAIL SECURITY ENHANCEMENT - User Action Required!

bl

As a new security measure to improve our email system, you are required to update your 0365
account into our encryption technology in order to protect your personal information.

To enable encryption, please click here

IMPORTANT! All outbound messages will be placed on hold until the above action Is taken.

Note: This message was sent from an un-monitored mailbox, please do not respond.

=" Microsoft

© 2019 Microsoft Corporation. All rights reserved. | Terms of Use Policy | Privacy Notice




B8 Microsoft

Sign in

Sign in with your Microsoft account to join the family
group.

Q_J Sign-in options



Presenter Notes
Presentation Notes
The hacker then posed as a contract manufacturer and sent a legitimate looking invoice and new bank info to the CEO and used the CEO’s legitimate email to forward the fake invoice over to the individual responsible for authorizing payments in the manufacturer’s finance department. The manufacturing company had an internal policy to call and verify any bank changes before payments are made, but since this email came directly from the CEO, the employee in the finance department assumed that the CEO had called and verified. 


A close friend has sent you an eCard - Message (HTML)

File Message Help Acrobat @ Tell me what you want to do
Repl E~ ) V <
S @ E‘ 3 Reply £ EYunderwriting U... |=;\l7| = 8 £ A) ( 2 .‘ s
< > v o
p Delete Archive 6) Reply Al by K Underwriting To... Move E] Tags Editing ~ Speech Zoom Yesware | Salesforce
= — Forward EHIZI < T F'e = ) ) ) .
Delete Respond Quick Steps T Move Zoom Yesware

@rd <ecarddelivery@e-me&ages.coD

A close friend has sent you an eCard

® Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message. P h is h i n g
. as just sent you an eCard

Example

Thanks to our new tracking feature, you can now access all the ecards received by you in the last 21 days.

m

Or if you prefer you can d type your ecard number (9759623079) in the 'Search Box' at the top right of the page.

Your ecard can be downloaded for the next 30 days.

If you need any help in viewing your ecard or any other assistance, please visit our Help/ FAQ secti

We hope you enjoy your ecard!

We respect your privacy. You will not be receiving any promotional emails from us because of this ecard. To view our privacy polic

Note: This is an auto generated mail. Please do not reply.

Insights

9/6/2019
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GROUPS UNDER ATTACK



5 TARGETS OF RANSOMWARE

By Industry: \

Unknown : 5434

Public administration : 2792

Finance : 2527

Professional Services: 3566

Manufacturing : 2337 j




5 TARGETS OF RANSOMWARE
4 N

By Company Size:

3 1ol
Small vs Medium to Large Business




Why Manvufacturing ??

1. Legacy Equipment with software that is outdated ( PLC, CNC’s are using windows xp still
2. Networks were setup quickly and security was being considered

3. Open sharing which makes it easy for an attack

4. Some ERP software providers tell manufacturers you don’t need security

5. Proper network backups are not in place

6. Still using Hotmail, yahoo or gmail for business communications

7. Nobody knows who | am

8. Tend to deal with things when they absolutely have to



HOW TO PROTECT YOUR BUSINESS



etwork Risk Assessment is a Must
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 Anti-Virus that is SOC monitored




* Anti-Virus that is SOC monitored

« MDR Solution ( managed detection and response )

Iranian cybercriminals' TTPs based
on MITRE'S ATTECK matrix

External Remote
Services

(T33)

Valid Accounts:
Domain Accounts
(T1078.002)

Exploitation

for Privilege

Escalation
(T1068)

Brute Force:
Password
Guessing

(T1mo.001)

OS Credential
Dumping: LSASS
Memory
(T1003.001)

0OS Credential

Dumping: LSA
Secrets

(T1003.004)

Network Service
Scanning
(T10486)

Network Share
Discovery

(T135)

Remote System
Discovery

(T1018)

|GHDUF’|iB|

Remote

Remote Access Account Access
Services: Software (T1219) Removal (T1531)
Remote Desktop
Protocol
(To21.001)
Resource
Hijacking
(T14986)
Inhibit System
Recovery
(T1490)

Data Encrypted
for Impact

(T1486)



e Anti-Virus that is SOC monitored
« MDR Solution ( managed detection and response )
* Access Controls

Examples: Azure AD, JumpCloud or a Server



Anti-Virus that is SOC monitored

MDR Solution ( managed detection and response )
Access Controls

Email filtering and using a business .com



Anti-Virus that is SOC monitored

MDR Solution ( managed detection and response )
Access Controls

Email filtering and using a business .com



Anti-Virus that is SOC monitored

MDR Solution ( managed detection and response )
Access Controls

Email filtering and using a business .com

MFA on Email and online business solutions



Anti-Virus that is SOC monitored

MDR Solution ( managed detection and response )
Access Controls

Email filtering and using a business .com

MFA on Email and online business solutions
Backups on Data that's in house



Anti-Virus that is SOC monitored

MDR Solution ( managed detection and response )
Access Controls

Email filtering and using a business .com

MFA on Email and online business solutions
Backups on Data that's in house

Firewall monitoring or a Follow-Me-Firewall



We will provide 30 assessments for free for
AWEFS Members

We will provide Run a Dark Web Scan to
see if any company information out there for
Free



www.maddata.io /network-assessment/



V. MAD DATA

Brian.Hamilton@maddata.io

5404885752

linkedin.com/in/brian-hamilton-8474bb166



https://www.linkedin.com/in/brian-hamilton-8474bb166
https://www.linkedin.com/in/brian-hamilton-8474bb166
https://www.linkedin.com/in/brian-hamilton-8474bb166
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